
M&RA PKI/CAC USER HOME SETUP GUIDE 
 

 

1.  USMC Card Reader and Middleware Procurement  

 

The following information on how to procure card readers and middleware is 

provided exclusively for non-NMCI workstations. 

Background  

 

M&RA users who access DoD PK-enabled websites must do so using the PKI 

credentials on their CAC.  The following information is provided for those users 

who must access those websites from computers other than their USMC/NMCI issued 

desktop workstation. 

• Outlook Web Access (OWA) provides users with a web-based interface through 

which they can access their USMC email account when they are not at their 

desk, (i.e., when they are TAD or at home).  

• USMC users must have authorization from their command to use OWA.  

• USMC users who access OWA must use a PKI certificate to authenticate to 

the OWA server.  

• Many other DoD private websites are PK-enabled and require the use of a 

PKI  certificate for access.  

 

For USMC users who must access OWA and other DoD PK-enabled websites from home, 

card readers may either be purchased by commands for those users who require OWA 

access and have been authorized to have it, or they may be purchased 

individually by USMC users as a convenience to the user (i.e., those users with 

laptops who do not wish to transport their laptops home).   

Card Reader Vendor Information  

 

While any GemPlus SCR-331 model smartcard reader will work with the CAC, the 

following two vendors have agreed to provide Marine Corps users with card 

readers at a price point lower than can be found in the general 

marketplace.  The prices listed below are for USB readers only and do not 

include shipping.  The shipping price will be dependent on how many readers are 

orders and the distance to be shipped. 

The following information is provided as optional to USMC users/commands/units 

wishing to purchase CAC (smartcard) readers and does not constitute endorsement 

by the Department of Defense, the Marine Corps, or the Marine Corps Network 

Operations and Security Command. 

  

Litronic USB card readers are available at a price of $16.75 per reader and can 

be purchased by contacting: 

 

Matthew Conlan 

Senior Account Executive  

Saflink 

11490 Commerce Park Dr.  

Suite 520  

Reston, VA 20191  

Tel: 703-547-0379  

Fax: 801-838-2375  

mconlan@saflink.com 

 

 

 

 



ActivCard USB readers can be purchased with a 16% discount for DoD users.  They 

can be purchased via SEWP, GSA, or directly from ActivCard. 

 

Patty Arcano  

Federal Account Manager  

ActivCard, Inc.  

Office:  703-988-8738  

Cell:  703-627-6815  

Fax:  703-988-9636  

parcano@activcard.com   

Note:  Purchase the card readers only.  The USMC has purchased an enterprise 

license for middleware (the software needed for your card reader to communicate 

with your computer) for use on non-NMCI workstations only.  This middleware can 

be downloaded from here. 

  

 

2.  CAC Middleware Setup. 

 

Litronic NetSign 4.2 Middleware Client Install  
USMC Build 1.0  

1. Download or copy NetSign Lite.zip to from the www.manpower.usmc.mil portal 
under Privacy Act S.  

2. Double Click the zip file to open.  
3. Extract the files to c:\temp.  
4. Go to c:\temp\NetSign Lite.  
5. Double Click install.bat.  
6. The install with complete without any user input needed.  

 

3.   


